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Definitions

APP

Australian Privacy Principle

Data Subject

Data Subject is any living individual who is using INHSU's services and is the subject of Personal Data.

GDPR

General Data Protection Regulation Act.

INHSU

INHSU means the International Network on Health and Hepatitis in Substance Users.

Personal data

Personal information is information which identifies you as an individual or from which your identity
can be reasonably ascertained.

Privacy Act

Privacy Act 1988 (Cth) as updated from time to time, and any associated regulations.

Sensitive Information
Sensitive information is personal information or an opinion regarding an individual's
e Racial or ethnic origin;
e Political opinions;
e Membership of a political association;
¢ Religious beliefs or affirmations;
e Philosophical beliefs;
o Membership of a professional or trade association;
e Membership of a trade union;
e Sexual preferences or practices; or
e Criminal record.

Sensitive information also includes health information and genetic information regarding an individual
that is not otherwise health information.



Our Privacy Values

Our values for processing personal data are:

Fairness and lawfulness

When we process personal data, the individual rights of the Data Subjects must be protected. All
personal data must be collected and processed in a legal and fair manner.

Restricted to a specific purpose

The personal data of Data Subject must be processed only for specific purposes.

Transparency

The Data Subject must be informed of how his/her data is being collected, processed and used.

What personal data do we collect?

INHSU collects several different types of personal data for various purposes. Personal Data may
include, but is not limited to:

Identification and contact information (such as your name, phone number, address, e-mail
address) when you are willing to provide them, for example when you register for our conference
or events, sign up as a member, or sign up to receive publications or marketing material;

Payment information;
Images, photos or videos of you;
Login details;
Communication and marketing preferences and interests;
Feedback and survey responses when you provide them;
Sensitive information, specifically, health status information relating to Hepatitis, HIV, drug use
Passport information in the event INHSU are organising travel for you.
The types of personal information listed above is not intended to be an exhaustive list.

We may occasionally require you to provide personal information about other individuals (e.g., your
authorized representatives etc.). In that case, you are expected to inform any such individuals
whose personal information you provide to us that you are providing their personal information to us
and to advise them about this policy. We accept no responsibility for advising any such individuals
of the existence or content of this policy.

INHSU also uses cookies (see Cookies section below for further details) and collects IP addresses.
An IP address is a number that can uniquely identify a specific computer or other network device on
the internet from visitors to our websites.

How do we collect your personal data?

You directly provide INHSU with most of the data we collect.
We collect and process data when you:
Register for an INHSU conference or event;

Voluntarily complete a survey or provide feedback to us;
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View or use our website via your browser’s cookies;

Allow us to take your picture at a conference, event or meeting;

Apply for scholarship programs with INHSU;

Provide your personal data to INHSU through the INHSU website;

Donations;

Provision of service or support;

During interactions and conversations between you and our representatives; or

Through third party providers.



How do we use your personal data?

By providing your personal information you enable INHSU (and where applicable its contractors) to
provide you with services, information and content. You do not have to provide your personal
information to us but, if you do not provide the information requested, we might not be able to provide
you with the services, information or content you have requested.

INHSU uses the collected personal data for various purposes:
To process your membership and manage your account
To respond to your enquiries
To provide you with our products or services, such as conferences, events or publications
To notify you about changes to our services and/or products
To provide you with member support
To provide you with information we think you might like
To gather analysis or valuable information so that we can improve our services

To detect, prevent and address technical issues



To promote our work

How do we store and protect your personal
data?

INHSU will take reasonable steps to secure personal data we hold about you and, to protect it from
misuse, interference, loss, from unauthorised access, modification and disclosure. INHSU will retain
your personal information only for as long as is necessary for the purpose for which it was collected.
When we no longer need your personal data, we will take steps to de-identify it or, destroy it.

Access to your personal data is in electronic form and is password protected.

Who do we share your personal data with?

INHSU may share your personal data with a third party where necessary to fulfill the function for
which data was collected, such as an event manager, caterer, hotel, transport provider or similar.

Any Third Party with whom information may be shared must have a complying privacy policy and
must undertake to use that personal information for the stated purpose only and not for any
secondary purpose.

We would not otherwise routinely disclose your personal information to another organisation unless:
e required by law;
e we believe it is necessary to provide you with a service which you have requested;

e itis necessary to protect the rights, property or personal safety of any of our clients, any member
of the public or our interests; or

e you have provided your consent.

Disclosure of personal data outside the
jurisdiction of collection

INHSU may disclose personal information outside of the jurisdiction from which it was collected. In the
conduct of INHSU’s business, INHSU may transfer to hold or access information personal information
from various countries including Australia and Switzerland.

The privacy laws of countries other than from which the personal information was collected, may not
provide the same level of protection as the privacy laws of the country from which the personal
information was collected. However, this does not change INHSU’s commitments to safeguard your
privacy and INHSU will comply with all applicable laws relating to the cross-border data disclosure.

INHSU will take reasonable steps to comply with the requirements under the Australian Privacy Principles
and other applicable laws and regulations when disclosing personal data to jurisdictions outside of
Australia.

Legal basis for collecting and processing
personal data

INHSU’s legal basis for collecting and using the personal data described in this Policy depends on the
personal data we collect and the specific context in which we collect the information:

INHSU needs to perform a contract with you
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You have given INHSU permission to do so
Processing your personal data is in INHSU’s legitimate interests

INHSU needs to comply with the law

Your data protection rights

You have the right to access, correct or remove the personal information that INHSU holds about you.
Your data protection rights include:

Theright to access - You have the right to request INHSU for copies of your personal data.

The right to rectification - You have the right to request that INHSU correct any information you
believe is inaccurate. You also have the right to request INHSU to complete information you
believe is incomplete.

The right to erasure - You have the right to request that INHSU erase your personal data, under
certain conditions.

Theright to restrict processing - You have the right to request that INHSU restrict the
processing of your personal data, under certain conditions.

The right to object to processing - You have the right to object to INHSU processing of your
personal data, under certain conditions.

The right to data portability - You have the right to request that INHSU transfer the data that we
have collected to another organization, or directly to you, under certain conditions.

If you make a request, we have one month to respond to you. If you would like to exercise any of
these rights, please contact us at info@inhsu.org.

What are cookies?

The INHSU website, like most websites, uses cookies to provide a personalized web service.

A cookie is a text-only string of information that we pass to your computer’s hard disk through your
web browser so that our website can remember you. Cookies cannot be used by themselves to
identify you.

A cookie will typically contain the name of the domain from which the cookie has come, the “lifetime”
of the cookie, and a value, which is usually a randomly generated unique number.

In addition to “session cookies” which do not remain active after you leave our site, our online learning
modules use cookies which store information between your visits to facilitate logging-on to the same
place you left off. You can refuse cookies, but you may not be able to use all the interactive features
of our website.

For more information about cookies, please see http://www.allaboutcookies.org/.

How do we use cookies?

INHSU uses cookies in a range of ways to improve your experience on our website, including:
Allowing you to pick up where you left off on our online learning modules

Understanding how you use our website

How to manage cookies
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You can set your browser not to accept cookies, and the above website tells you how to remove
cookies from your browser. However, in a few cases, some of our website features may not function
as a result.

Direct Marketing

We from time to time, send marketing materials to current or perspective customers or specifiers. We
only do so in accordance with the applicable laws and, when you have provided your consent to receive
marketing materials.

If you are receiving marketing materials from us that you no longer wish to receive, please contact us
directly at info@inhsu.org and request that you be removed from our mailing lists or, use the
unsubscribe facilities included in our mailing communications.

Privacy policies of other websites

The INHSU website contains links to other websites. Our privacy policy applies only to our website, so
if you click on a link to another website, you should read their privacy policy.

Changes to our privacy policy

INHSU keeps its privacy policy under regular review and places any updates on this web page. This
privacy policy was last updated on 2 August 2024

How to contact us

If you have any questions about INHSU’s privacy policy, the data we hold on you, or you would like to
exercise any of your data protection rights, please contact Privacy Officer Brooke Nolan at
brooke.nolan@inhsu.org

You can also contact us here:

Email us at: info@inhsu.org.au

Call us: (+61) 02 8204 0700

Or write to us at: Level 46 100 Barangaroo Av. Barangaroo NSW, 2000

If you have a privacy complaint against us, you may also use these contact details to notify us of your
complaint. We will endeavour to promptly acknowledge and address all client complaints. In most cases,
we will ask that you put your complaint to us in writing.

We will endeavour investigate any complaint and will use reasonable endeavours to respond to you in
writing within 21 days of receiving a written complaint.

How to contact the appropriate authority

Should you wish to report a complaint or if you feel that INHSU has not addressed your concern about
your personal data in a satisfactory manner, you may contact the Office of the Australian Information
Commissioner.

Address:
GPO Box 5288
Sydney NSW 2001

Phone:

Within Australia

For a phone enquiry: 1300 363 992 (Monday — Thursday, 10:00am — 4:00pm (AEST/AEDT).
Outside of Australia

+61 2 9942 4099

Online Enquiries:
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For online enquiries, please access the link here.

Future changes

We operate in a dynamic business environment. Over time, aspects of our business may change as we
respond to changing market conditions. This may require our policies to be reviewed and revised. We
reserve the right to change this Privacy Policy at any time and notify you by posting an updated version
of the policy on our website. If at any point we decide to use personal data in a manner materially
different from that stated at the time it was collected we will notify you by email or via a prominent notice
on our website, and where necessary we will seek your prior consent.

INHSU 10


https://forms.business.gov.au/smartforms/servlet/SmartForm.html?formCode=APC_ENQ&tmFormVersion

	Last modified: 2nd August 2024
	Definitions
	APP
	Data Subject
	GDPR
	INHSU
	Personal data

	Privacy Act
	Sensitive Information


	Our Privacy Values
	Fairness and lawfulness
	Restricted to a specific purpose
	Transparency

	What personal data do we collect?
	How do we collect your personal data?
	How do we use your personal data?
	How do we store and protect your personal data?
	Who do we share your personal data with?
	Disclosure of personal data outside the jurisdiction of collection
	Legal basis for collecting and processing personal data
	Your data protection rights
	What are cookies?
	How do we use cookies?
	How to manage cookies
	Direct Marketing
	Privacy policies of other websites
	Changes to our privacy policy
	How to contact us
	How to contact the appropriate authority
	Future changes

